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> _KPAYCC

Cunabyc HaBYaIIbHOI TUCIUILTIHA
«besreka nporpaM Ta JTaHuX»
OcaiTHRO-TIpOdecitina nmporpaMa _«IHXKEHepis TPOrpaMHOro 3a0e3NCUCHHS

CremianpHicth F2 «JHXEHEpis IpOrpaMHOro 3a0e3eYeHH»

T"amy3s 3HaHB F «IH)OpMAaLifHI TEXHOIOTIi»

PiBens ocBiTH

®daxoBa mepe;] BUIIA OCBITa

OcBiTHBO-TIPOdECiHHUI/
OCBITHIH CTYIIiHB

®daxoBuit Monoamuii OakaiaBp

Cratyc HaB4aJIbHO1 Hopmarushna
JVCIIUILIIHA
Cemectp Ha 6a3i [T3CO — 3 cemectp / Ha 6a3i b3CO — 5 cemectp

OO0Csr AMCIUTUTIHK (KPSIUTH
€KTC/3aranpHa KiIbKICT
TOJIAH)

4.5 xpenut €KTC / 135 roaun

Moga BUKJIaJaHHS

YkpaiHCchKa

OpuUriHaJIbHICTh HABYATBHOT
IUCUHIUTIHA

Hucuuniina «besneka mporpam Ta naHux» GopMmye B 3700yBadiB BHIIOI OCBITH
3MaTHICTh BHKOPHCTOBYBATH TEOPETHYHI 3HAHHS 1 NpaKTHUYHI HAaBUYKH IS
peaizanii KOMIUIEKCHOI CHCTEMH 3aXHCTY iH(popMallii y KOMIT FOTEPHUX CUCTEMaX
3a JOMOMOTOI0 CYYacHHX TEXHOJIOTiH, 3MIMCHIOBATH aHalli3 3aXWIIEHOCTI Ta
MOXIIMBHX PHU3UKIB JJIsI KOMIT'IOTEPHHX CHCTEM, ONTHMAJIbHOTO PO3MOIITY
HasBHUX PECYPCiB JUIsl MOOYIOBU 0araToOpiBHEBOTO 3aXKMCTY iH(opmalii.

Mera HaBYAIILHOT JUCIAILUIIHA

BuBueHHS TexHOIOTIH, METOIB Ta 3ac00iB 3aXHCTy iH(POpMAIIii Y KOMIT FOTEPHUX
cucreMax, HabyTTs KIOYOBHX (DaXOBUX KOMIIETEHTHOCTEH, TEOPETHYHHUX 3HAHb 1
MPaKTUYHUX HABUYOK 3 TEXHOJOTIH 3axWcTy iHpopMalii y KOMIT IOTepHHX
cucTeMax y pisHuX cdepax npodeciiiHol IisuIbHOCTI.

3ariaHoBaHi pe3yabTaTH
HaBYaHHS

3aranbHi KOMIIETEHTHOCTI

3KO01. 3patHicTh peanizyBaTd cBOi mpaBa i 00OB’SI3KH SIK WieHa CYCHIIBCTBA,
YCBIIOMITFOBATH  IIHHOCTI ~ TPOMAISHCHKOrO  (BUIBHOTO  JIEMOKPATHYHOTO)
CYCITIILCTBA Ta HEOOXiHICTh HOTO CTAJIOTO PO3BHUTKY, BEpXOBEHCTBA NpaBa, Mpas i
cBO0O1 JIFOIMHY 1 rpOMaIsIHUHA B YKpaiHi.

3K02. 3parHicTh 30epiraTé Ta TPUMHOXKYBATH MOpPabHI, KYJIBTypHi, HayKOBi
LIHHOCTI 1 JIOCSATHEHHS CYCIIIJIbCTBA HAa OCHOBI pPO3yMiHHS icTOpii Ta
3aKOHOMIPHOCTEH PO3BUTKY IpPEAMETHOI 00acTi, 1 MICIS y 3arajibHiid CHUCTEeMI
3HaHb NP0 MPUPOLY 1 CYCHIIBCTBO Ta Y PO3BUTKY CYCHIJIbCTBA, TEXHIKH 1
TEXHOJIOT1i, BUKOPHUCTOBYBAaTH DPi3HI BHIU Ta (HOPMHU PYyXOBOi aKTHBHOCTI IS
aKTHBHOTO BiJIIIOYMHKY Ta BEICHHS 3JI0POBOTO CIIOCOOY JKUTTSI.

3K03. 3naTHiCTh CIUIKYBATHUCS JIEPKABHOK MOBOIO SIK YCHO, TaK 1 ITMCHMOBO.
3K06. 31atHicTh 10 MOMIyKy, 0OpoOJIeHHS Ta aHaIli3y 1HPOPMAIIiT 3 PI3HUX JPKEpe.
CrierianbHi (paxoBi) KOMIIETEHTHOCTI

CKO1. 31aTHICTh aNTOPUTMIYHO Ta JIOT1YHO MHUCIIHTH.

CKO02. 3narHicTh BIOCKOHAJIIOBATH 3HAHHS i HABHYKU B rany3i iH(opMariiHux
TEXHOJIOT1H Ta yCBIIOMJICHHS BayKJIMBOCTI HABYAHHS MPOTATOM YCHOTO KHUTTSI.
CKO7. 3naTHicTs po3po0sTH MOLYJIi 1 KOMIOHEHTH NPOrPaMHOro 3a0e3eYeHHs 32
JIOTIOMOT'O}0 THITOBUX QJITOPUTMIB T2 iHCTPYMEHTIB.

CKO08. 3pmatHicts 3abe3neuyBaTH iHGOpMaliiHy Ta (QYHKIIOHANBHY Oe3meKy




MPOTPaMHOrO 3a0e3MeYeHHs.

CK12. 3gatnicTs 3ailicHIOBAaTH OpraHizamiio poOoYnx MiCIb 3 ypaXyBaHHSIM BHMOT
OXOPOHM TIpami, iX TEXHIYHE OCHAIEHHS, PO3MIIMEHHS KOMIT IOTEPHOTO
YCTaTKyBaHHS, BHKOPWUCTAHHS OpTaHi3allliHUX, TEXHIYHHUX, ANTOPUTMIYHHUX T4
IHIIIMX METOJIIB 1 3aC00iB 3aXUCTY iH(popMaIlii.

[TporpamMHi pe3ynbTaTH HaBYaHHS/PE3yITbTaTH HABYAHHS

PH17. IIpoBoanuTy IHCTANAIII0 Ta HANAMTYBAaHHS CHCTEMHOTO Ta MPUKIAIHOTO
MPOTPaMHOTO 3a0€3MEYEeHHs, Y TOMY YHCII MPOrpaMHUX 3aco0iB 3aXHCTY
iHpopMallii 3 MeTOI0 peati3alii BCTAHOBICHOI MOJIITHKY iH(OpMaLiiHOI Oe3MeKy.

3anaHoBaHl 3HAHHS T4 BMIHHSA

3HaHHA OCHOBHHX IIOHSTH, METOMIB, 3ac00iB, MOJENEl Ta alrOpUTMIB 3aXHCTY
iH(hopMarii y KoM IOTEpHHUX CHCTEMaX;

YMiHHS:

1. BUTHHO OpIEHTYBAaTHUCS y CydYaCHHUX [IAXOAaX, TEXHOJOTisAX 1
IHCTpyMeHTapii 3axucTy iHhopMaIlii y KOMI FOTEPHUX CHCTEMAaX;

2. 3IIHACHIOBATH OILIIHKY HasBHUX PECYpCIiB Ta peai3oByBaTH KOMIUIEKCHUX

3axucT iHpopMalii y KOMII IOTEpHUX CHCTEMAaX, BUKOPHUCTOBYIOUM CHMETPUYHI Ta
ACHMETPUYHI alrOpuTMH IUGpyBaHHS, U(PPOBUH TmiAmuC, 3AiIHCHIOBATH
pO3MOAIN Ta YHOpaBIiHHS KPUNTOKIIOYAMH, 3aCTOCOBYBAaTH MPOTpaMHE
3a0e3redYeHHs Ta TEXHIYHI 3ac00H ISl BUSBICHHS BTOPTHEHb;

3. peamizoByBaTH OaraTopiBHEBUH 3axHCT iH(pOpMAIll y KOMIT IOTEPHHUX
CHCTEeMax Ta 3[IHCHIOBATH YIPaBIiHHS 3ac00aMu 3aXUCTy iHpopMaIii.

HaBuanpHa norictuka

Poznin 1. besneka B iHpopManiiHuX cucTEMax
Temu posminy 1. Ilomarrs 3axucry iHbopmarii Ta iHpOpMamiifHOT Oe3meKw.

[ndopmariiitna 6e3mneka nep>kaBu. [IOHATTSI aBTOPCHKOTO MpaBa. 3aXUCT aBTOPCHKUX
npaB. [loHATTsT KoMm’ toTepHOTO miparcTBa. [IoHATTS TuiariaTy. 3araqbHHUNA OTJIISI
MIPOTPaMHOro 3a0e3MeUeHHs IPU3HAYCHOr0 /ISl BUSIBJICHHS IIariaTy.

Poznin 2. TexHomorii 3axucty inopmarrii
Temu posminy 2. IndopmarmiiiHa Oe3reka B COLAJBHUX MeEpekax. 3axuUCT

€JIEKTPOHHOT MOIITH Ta BIACHUX aKayHTIB Mia Yac poOOTH B Mepexi. XMapHi
cxopuma pnanux. Cepsic Google Huck. IloHsTTs maposto, OCHOBHI 3acoOu
30epe)KeHHsI Ta JOCTYIy JO MapoliB, MpaBWia pPoOOTH 3 MAapoOIsIMHU. 3aXUCT
iHpopMmallii 3aco0aMu omepamiiHUX CHCTEM. 3aXHUCT KOMIT IOTEPHUX MEpeX Ta
MIepCOHAEHUX KOMIT FOTepiB 3a jgonoMororo opannamayepa (Firewall).

Poznmin 3. Buan mkiamuBoro mporpaMHoro 3ade3neueHHs
Temu pozainy 3. 3arpo3u st MOOUTBHUX TPUCTPOiB. OCHOBHI THUIH Ta 3arallbHUH
OTJISA]] CyYaCHHUX KOMIT IOTEpHHX BipyciB. besneka enekTpoHHUX (iHaHCIB.

Poznin 4. Kpunrorpadis. Meroau mmdpyBanas

Temu posniny 4. Kpunrorpadiuauii Bug 3axucty iHpopmarii. 3aco0u 3aiiiCHeHHS
mmdpyBanHs iHpopmarii. Tpaaumiiiai mUpU 3 CHMETPUYHUM Ta ACHMETPHUYHUM

KITFOUEM.
[IpepexBizuTH «OmnepariiiiHi cucTeMmu»
[TocTpekBizuTn «HaBuyaspHa IpakTHKay

PexoMeH10BaHI HABYAJILHO-
METOINYHI MaTepiaIu s
BUBYEHHS HaBYAJIHHOI
JIUCIIUILIIHA

1. Top6enko B. L., Jlicaak A. O. be3neka mporpam Ta JaHUX : HaBYAJIbHUH
MOCIOHMK JUIs 3100yBadviB CTYIEHS BUIIOI OCBITH OakajaBpa creriaibHocTi 121
«lmxeHepiss mporpamHoro 3abesnevyeHHs» OCBITHBO-TpodeciiiHoi mporpamu
«[Iporpamna imxenepis». 3anopixoks : 3HY, 2022. 72 c.

2. besneka nporpam Ta manux [EnekTponHuii pecypc] : HaBd. moci0. 10 Jjad.
npaktukymy / B. A. lem'suenko, FO. A. Ky3nernoBa. — XapkiB : Hail. aepokocm.
yH-T iM. M. €. XykoBcbkoro «Xapkis. aBiail. iH-T», 2021. — 95 c.
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3. OcHoBu iHpopmauiitHoi Oe3nexu : HaBd. nociOHuk / B. b. Bummns, O. C.
laspum, E. B. Pmwxkkos. /{Hinpo : JIHinmpomn. nepk. yH-T BHyTpiml. cipas, 2020. ©
40/03-65 128 c.
4. Kpunrorpadis Bix ictopii 0 cydacHUX cTaHmapris: HaBd.mociOHUK / . JIL.
Koszina. — 3anopixoks : HY «3anopispka nomitexnika», 2020. — 192 c.
5. Bongapenko O.0., Jlacropeupkuit B.B., [Tumunmayk O.11., lllecronanos €.A.
Indopmatuka [Pozain 1. [lporpamue 3abe3neuenHs Ta iHpopmauiiina Oesmneka] -
XapkiB: BumaBaunrso «PAHOKY, 2022
6. Bonaapenko O.0., Jlacropenpkuii B.B., [Tumumuyk O.I1., Hlectonanos €.A
Indopmaruka [Pozmin 1. KomyBanus manux Ta amapartHe 3abe3nedeHHs | - XapKiB:
Bupasaunrso «PAHOKY, 2021

JlonaTtkoBa miTepaTypa:
7. Pynenko B., Peunu H., Ilotienko B. Indopmaruka (mpodinpHUI piBeHB):
migpyd. ans 10 k. 3aran. cepen. ocBitu [Po3minm 6. OcHoBH iH(pOpMamiiHOT
Oesrrekn| - Xapkis : Bun-Bo «Panok», 2018
8. B.JIL. bypsuok, P.B. Kupuuox, I1.M. Cknanananii «OcHoBu iH(popManiiHOi Ta
kibepHeTnyHOi Oe3nexu» - Kuis 2019
9. Inpopmaniiina 6e3meka : HaBd. moci6. / FO. f. Bobano [Ta iH.] ; 3a 3ar. pen. A-pa
TexH. HayK, pod. FO. . bobama ta n-pa TexH. Hayk, foi. I. B. I'opbaroro ; Harr.
ye-T "JIpBiB. moiTexHika'". - JIpBiB : Bua-Bo JIbBiB. momitexniku, 2019. — 573c.

MarepianpHO-TeXHIYHE
3a0e3MeYeHHS

MynbsTuUMeniiHe 00 qHAHHS , KOMIT I0TEPHA JJabopaTopist

CemMecTpoBHi KOHTPOIb,
KpUTepii OIIHFOBaHHS

1. IloToyHMIT KOHTPOIH PE3yIbTATIB HABYAIHHOI MisITBHOCTI 3100yBadiB (haxoBoi
MIePEIBUIIOI OCBITH:

- po0OTH Ha ayTUTOPHUX 3aHATTAX (IiArOTOBKA JOMOBIICH, BIIMOBIII Ha
TEOPETUYHI MTUTAaHHS, BAKOHAHHS Ta 3aXHCT JJabopaTOpHUX pooiT);

- pe3ybTaTiB BUKOHAHHA 3aBAaHb CaMOCTIHHOT poOoTH 3m00yBaya
(haxoBo1 mepeABUIIOT OCBITH.

- KonTtpone mocarHensr 3m00yBaviB  (axoBOi TEpeNBUINOI OCBITH
3MIACHIOETBCS 32 JOMOMOTOK0 Mpo3opux mpoueayp. JocarHytuit piBeHb
KOMIICTCHTHOCTeH BIJIHOCHO OYiKyBaHUX, W0 I1ICHTH()IKOBaHMN ]| dYac
KOHTPOJIBHUX 3aXO/liB, BiZOOpakae peallbHUI pe3yNbTaT HaBYaHHs 3700yBada 3a
JUCIUATUIIHOKO.

2. IlincymMKoBUiI KOHTPOJb pe3ybTaTiB HAaBYAIBHOI IiSUTBHOCTI 3/100yBadiB y
(dhopMi ex3ameny.

- O1iHKa «BIAMIHHO» BUCTABIAETHCS 3a IIMOOKI 3HAHHSA HABYAIBLHOTO
Martepiaqy 3 JUCHUIUIIHK, 10 MICTHTBCS B OCHOBHHUX 1 JIOJAaTKOBHUX
PEKOMEHIOBAaHUX JITEpaTypPHHUX JPKEpeaX, BMIHHS YiTKO, JJAKOHIYHO, JIOTIYHO
MOCIIZIOBHO BIAMOBIIaTH HAa TIOCTaBJICHI IWTaHHS, BMIiHHS 3aCTOCOBYBATH
TEOPETUYHI MOJIOKEHHS IPU PO3B’sI3yBaHHI NPAaKTUUHHUX 331ay, y3arajibHIOBATH
OITAHOBaHWI MaTepial, CaMOCTIHHO KOPHUCTYBAaTHCS JDKepenaMd iHQOopMaIlii,
MpUAMAaTH PillIeHHS;

- Orinka «7100pe» BHCTABISETbCS 3a MIl[HI 3HAHHA HaBYaJIbHOIO
MaTepiaiy, BKIOYal04YH aarOpUTMH, MOJIEN, AiarpaMu, apryMEeHTOBaHi BiIIOBii
Ha IIOCTaBJEHI NWTAaHHSA, BMIHHS 3aCTOCOBYBATHM TEOPETHYHI MOJOXKEHHS IPH
pPO3B’sI3aHHI MNPaKTHYHMX 3ajad, BMIHHS aHaNi3yBaTH U CHCTEMaTH3YyBaTH
iHpOpMaIlil0, BUKOPHCTOBYBATH 3arajibHOBIJIOMi JOKa3W i3 CaMOCTIHHOMIO 1
MPaBUIILHOIO apTyMEHTAITIETO;

- OrmiHKa «3aJOBUTPHO» BHCTABISIETECS 32  [MOCEpelHI  3HAHHS
HABYAJIBHOTO Marepianxy, Majlo apryMEHTOBaHi BiAIMOBijiL, c1aOKe 3aCTOCYBaHHS
TEOPETUYHHUX NOJIOKEHB MPH PO3B’sI3aHHI MPAKTUYHUX 33/1aY;

— OrmiHKa «HE3a70BIIbHOY BUCTABIAETHCS 32 HE3HAHHS 3HAUYHOI YaCTHHU
HABYAJIBHOTO MaTepially, CYTTEBI MOMHJIKH Y BIAMOBIJAX HA MUATAHHS, HEBMIHHS
OpIEHTYBaTHUCSl TIPU PO3B’SA3aHHI MPAKTUYHUX 3a7ad, HE3HAHHS OCHOBHHUX
(dyHIaMEHTAIbHHUX MTOJIOKEHb.

I{uxmoBa KoMicist

ITpodeciiiHo-0pi€EHTOBAHUX AMCHHUILIIH Ta MPOTPAMHOT0 3a0€3eUCHHS







